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figure 13 shows our python script providing the correct values to the teacher for each classroom. in
figure 14, we can see the values of the teacher, student, and the unknown dword being printed to a

log file. the script begins by attempting to connect to the remote server and waiting for the
handshake to complete. if the handshake is successful, the values of the student token, teacher

token, and the unique dword are printed to the log file. the value of the unknown dword is printed
along with the teacher token. this is done to help determine the possible values of the unknown

dword. these values are then passed to the teacher script. the teacher script iterates through each
classroom and attempts to connect to the remote server for a handshake. in addition, it sends the
values provided by the script to the teacher. the value of the unknown dword is then printed along

with the teacher token. the second one was called to start a process as system. this was done when
the teacher clicks the debug button, which is enabled by default for the teacher. in order to try to

find an exploit for this, we executed the vulnerable program in a debugger (figure 22) and stepped
through it. looking at the code that was executing, we noticed a hard-coded default work directory.
checking if we could trick it into opening a different directory, we discovered that the work directory
was “my documents\testfiles\”, which could be set by the teacher. looking at the exported function,
the teacher could pass in an absolute or relative path, which are both accessible over the network.
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in conclusion, we believe that this attack has a low risk due to the low number of users, and the fact
that the number of computers in a school are not all connected to a single network. however, if the

attack could be expanded to a greater number of users, this would be a more serious threat.
additionally, the software was already freely available, so installing the software on an infected
machine was not required. this would require the attacker to have the ability to compromise the
network in order to access the network, and the ability to install the software on the attacker’s

machine. this is the beginning of a picture of what could happen when students are networked with a
teacher. through monitoring the values of these dynamic fields over time, we were able to determine

which of these six classrooms were most likely connected to the teacher. we then looked for the
possible values of the dynamic fields that would be passed back. looking at the values of the

dynamic fields, we were able to narrow down the possible values that could be returned from the
teacher. as seen in figure 12, the possible values were all within a few bytes of each other.

examining the values of the values of the dynamic fields in table 1, we were able to narrow down the
possible values that could be returned from the teacher. we were able to determine that the only

values possible returned by the teacher were either 2 or -2. this is a very important piece of
information because the teacher token is always 2, but the students token is always -2. this means

that the two values are the result of the value being either 2 or -2 added to the parent token which is
2, leaving us with the possible values of 2, 2, -2 or -2, 2, 2. using this information we were able to
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create a small python script that was able to connect to the remote server and provide the correct
values to the teacher based on the classroom we were connected to. this was done by iterating

through each classroom and sending the values to the teacher. 5ec8ef588b
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